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The dissertation entitled “Development of Deep Learning Models for the Classification of Destructive Web
Content in the Kazakh Language” addresses a highly relevant scientific and practical problem in the fields
of information security, artificial intelligence, and natural language processing. The rapid grgwth of harmful
online content, including bullying, Nazism, and violent extremism, has created a sigmﬁcgnt need for
automated content monitoring systems. While substantial progress has been made for high-resource

languages, research on destructive content detection in the Kazakh language remains limited due to the lack
of annotated datasets and language-specific intelligent models.

The main objective of the dissertation is to develop effective deep learning models for the classification of
destructive web content in the Kazakh language. To achieve this goal, the author constructed a la.rgc
annotated dataset, investigated machine learning and deep learning approaches, developed a morphological
feature extraction module, introduced ontology-based semantic features, and proposed a hybnd
classification architecture that incorporates the linguistic characteristics of the Kazakh language.

The scientific novelty of the dissertation is evident in several important contributions. First, the author
developed a multi-class annotated corpus of destructive Kazakh-language texts covering bullying, Nazism,
violent extremism, and neutral content. Second, ontology-based semantic features describing the “Type”,
“Seventy”, and “Target” of destructive content were designed and integrated into the classification process.
Third, a novel hybrid architecture combining contextual KazBERT embeddings, morphological features,
and ontology-based semantic representations was proposed and experimentally validated.

The research methodology is comprehensive and scientifically sound. The author conducted a detailed
review of existing approaches, developed a corpus collection and annotation framework, and performed
extensive experiments using classical machine learning algorithms and modern deep leaming architectures.

The proposed model was evaluated using widely accepted metrics, including Accuracy, Precision, Recall,
Macro F1-score, ROC-AUC, PR-AUC, and MCC, ensuring the reliability of the obtained results.

The experimental findings demonstrate the effectiveness of the proposed approach. Compared with the
baseline KazBERT model, the integration of morphological and ontology

significantly improved classification performance, increasing the Accuracy from approximately 88% to
over 91% and the Macro Fl-score from 88% to 91%. The conducted ablation study further confirms the
positive contribution of each component of the proposed architecture.

-based semantic features
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The practical significance of the dissertation is substantial. The developed models can be applied in
automatgd systems for monitoring social networks, detecting harmful online content, supporting content
moderation processes, and enhancing information security measures. The created annotated dataset also

represents a valuable resource for future research in Kazakh-language natural language processing and other
Turkic languages.

The rcsglts of the .disscrtat.ion have been sufficiently validated through scientific publications, including
articles in Scopus-indexed journals and international conference proceedings. The author has also obtained

a copyright certificate for software developed within the scope of the research, demonstrating the practical
implementation of the proposed methods.

Among the strength.s of the dissertation are the relevance of the topic, the originality of the proposed hybrid
apprqach, thc. Cr&}l’lon of a valuable linguistic resource, comprehensive experimental validation, and the
practical agpllcabll!ty of the obtained results. Minor improvements could include a more detailed discussion
of annotation ql.xallty assessment, model explainability, and ethical considerations related to automated
content moderation. However, these comments do not diminish the overall scientific value of the research.

The dissertation **Development of Deep Learning Models for the Classification of Destructive Web
Conten.t in the Kazak.h Laggugge”* i1s a completed scientific work that contains original research results of
theoretical and practical significance. The author has demonstrated a high level of scientific competence

andl?}lccessfully solved an important research problem in the field of information security and artificial
intelligence.

The dissertation meets the requirements for doctoral research, and its author, Sagynay Moldir, deserves to

be awarded the degree of Doctor of Philosophy (PhD) in the educational program 8D06301 — Information
Security Systems*.

Sincerely,

Assoc Prof Mian Muhammad Waseem Igbal
Dept of Information Security

MCS - NUST

+92-333-9113007
waseem.igbal@mcs.edu.pk
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AOKTOP/IBIK IMCCEPTALIUSIFA LIO/TY

riniw 6epywi: Carbinait Meazip

Araybl: KasaK Tinikgeri aecrpykrueti se6-konrenri KnaccudukauusanayFa apHaiFaH TepeHaeTin
OKBITY YATiNIEPiH xacay

binim 6epy 6araapaamacer: 8D06301 - AKnapaTTbIK Kayincisgik xyiienepi

"KasaK TINHAET] AeCTPYKTUBTI Be6-KOHTeHTT Knaccudukanusaayra apHaJFaH TePEHAETIN OKbITY

ynri{lepiu acay" aTThl AUCCepTaLUs AKNApaTThIK Kayinci3aik, *acaH/bl HHTEIEKT KaHe TabHFH
TIAAL OHAEY CaNaCblHAAFbl aca ©3eKTi FBIILIMH JKoHe NpaKTHKaJblK npobsieMara apHaJ/FaH.
Kyaanay, HAllH3M 7KBHE 30pJIbIK-30MOBUIBIK 3KCTPeMU3MiH KOCAa a/JiFaHAa, 3UAHAbI WHTEpHeT-
KOHTEHT KgﬂeMlHiH KavPKblHAbl 8CYl KOHTeHTTI 6aKblnayablH aBTOMATTaH/AbIPbLIFaH KyHnesepiH
KYPYABIH aUTapJIbIKTaH KXeTTiNriH Tyabipabia. Pecypcrapsl Mo TinAep YliH KO/ XeTKi3iireH
€€yl NPOTPECKE KapaMacTaH, KasaK TiliHAeri fecTpyKTHBTI KOHTEHTTI aHbIKTay JKeHiHjeri
sepTTeysiep GenrisieHren ACPEKTED JKHUBIHTBIFbIHBIH 9He OCbl Ti/A YIIiH MaMaHJaH/blpblIFaH
3UATKEPJIIK MOZe/IbAepAiH 60MaybiHa 6ai/IaHBICT LI uexkTeysi 60/bIN Kasazbl.

AuccepTauMsHbIH  Herisri  MakcaThl  Kasak TiIHAErT  AeCTPYKTHBTI  Be6-KOHTEHTTI
KnacCHQUKaUUaNayra apHajFaH TEePeHJeTiNn OKBbITY yariziepiH »acay 6Gosabin Tabbuiagsl. Ocbl
MaKCaTKa JKeTy YIiH aBTOp ipi 6e/iriieHren gepeKTep UBIHTLIFbIH KaJAbINTACTBIPABI, MAIHHAIBIK
OKBITY X9HE TEPEH OKBITY TICUIAEPiH 3epTTeai, MopdosorusaabiK 6eariiepai any MoAyaiH a3ipaesi,
OHTOJIOTMAJIBIK  HEri3Je/iréH  CeMaHTHKaJbIK Gearisiepai  eHrisgi  keHe KasakK TuNHIH
JIMHIBHCTHKAJIBIK €peKLIeNIKTePiH ecKepeTiH XiKTeyaiH rMOPHATI apXUTEKTYpachliH YChIHADI.

JAuccepTauUsiHbIH FbUIBIMH KaHaJbIFbI GipHelwe MaHbI3Zbl FHUIBIMH HaTHXeJepJe KepiHesi.
bipiHwiAeH, aBTOp KyAajayAbl, HaUM3MZAi, 30pJbIK-30MObIIBIK 3KCTPEMHU3MIH JKoHE berTapan
KOHTEHTTI KAMTHUTbIH JIeCTPYKTHBTI KOHTEHTTI KAMTHMTBIH Ka3aK TiliHAeri MITIHAEPAIH Ko
AieHreil OearieHreH KopnycbiH a3ipaeai. ExiHwiged, aecTpykTusTi KoHTeHTTIH "Typin",
"AybIpJILIFBIH" KoHe "MaKcaThlH" CHNAaTTaWTBIH OHTOJIOTHMAJBIK HEri3fieireH CeMaHTHKaIbIK
besriziep a3ipaeHAl XoHe xikTey mnpoueciHe 6ipikTipiagi. Ywinwigen, KazBERT koHTeKcTik
3MbeAMHITEPIH, MOP(OIOTHANBIK GenriiepAi *aHe OHTOJOrUANBIK HEri3le/ireH CeMaHTHKANbIK

TyCiHikTep/l GipiKTipeTiH *aHa rH6pUATI apXUTEKTYpa YChIHbUIABI XaHE KCIepUMEeHTaN bl TYP/e
pacTanzbl.

3epTTey dAICTEMEC] aH-KAKThl XKIHe FbUIbIMK HerisjesireH. ABTOp KOJIJAHbICTaFbl Taciijepre
emKer-TemKenJIi oJy XKaca/ibl, KOPNyCThbl JKHHAY XoHEe aHHOTALMAJIAY XKYHECIH acabl, COHbIMEH
KaTap KJACCHUKa/IblK MallMHA/MbIK OKBITY aJrOPUTMJAEpPI MeH 3aMaHayd TepeH OKbITY
apXUTeKTypaJiapblH KOJIJaHa OTBbIPbIN KeH Taxipubesiep xacazbl. YChIHbUIFAH MOZAEb Accuracy
(kikTey panpairi), Precision (gangik), Recall (Toabikreik), Macro F1-score, ROC-AUC, PR-AUC oane

MCC cuakTsl aanbl KabblAJlaHFaH KepCeTKIlTepAi KOJJAaHAa OTbIpbiN 6GaFajaHibl, oy
HaTHXKeJIepJiH CeHIMAIIrIH KaMTaMachbi3 eTejl.

JKCNepUMEHTTIK HATHXKEep YCbIHbUIFAH TICUIAIH THIMALNIriH kepcereai. KazBERT 6asanmbik
MoZeJliMeH CaJbICThIpFaHja MOPQOJIOrHAJIBIK XOHe OHTOJIOIMSJILIK Herisgenrex CEeMaHTHKaNbIK
Gesriiep/iiH, UHTerpaLUsaCchl XKIKTey canacblH e/@yip apTThipbin, Accuracy KepCeTKiwiH mamMamMeH
88%-aan 91% — ra AeHin, an Macro Fl-score kepcetkiwin 88% - nan 91% - ra feiin apTThIp/pbL.

A6siuMsiHbL 3epTTey YChIHbUIFAH APXMTEKTYPaHbIH 9p6ip KOMMOHEHTIHIH OH yJeciH oaaH api
pacTaujbl.

AxnapaTTriK Kayincisaik kapeapachl, 9ckepH 6aiaaHbIC KoJUIEDK], YATTHIK FLUILIM XOHE TeXHONAOrMAnap yHusepcuteti (NUST),
Xymaion wosel, Papasnuugu, [laxicran



. O3ipnenren MojienbAep 3NEYMETTIK
KOHTEHTTI dHbIKTayAbIH, KOHTEHTTI MoJepauHAanady
aKnaparThl : o TTHIDVABIH
aBTOMATTAH/bIPbI/IFaH XKyHenepinge P K Kayincisgixk  pgewreitin  apTTBIpYA

Auccep'rzxj:gxH!::!;H;a'mx(enepi Scopus-Ta MHAEKCTeNren KypHanjapaarsl Makaianap MeH
xaJIblKap )Ke:!(illil(‘l"epe“u"ﬂnapnbm MaTePHaNZapLIH Koca anraupa, FLIBIMH JKapUAIAHBIMAAP
apKblJ1bl I TYPA€ pacrangm. Conpaii-ak, dBTOp OCbl 3epTTey ascCblHJa »acajafaH
6araiap/laMaJIbIK XacaKTaMara aBToppk

| KYKBIK Typansi kyani bIIFaH AICTEPAIH
npaKTHKAJILIK ICKE acbIpblybin kepcetepi, K TYPansl kyanik anapi, 6yn ycbin AICTEP

AucCEPTAUMANBIR KYWITI XKaKrapbina TAKbIPLINTBIK ©3€KTiNiri, yChIHBIIFAH MMGPHATIK TACINAIH
e3iHAIK EPeKINeNirl, KYHABI AMHrBUCT

| MKaJIBIK  pecypcTsl Kypy, *aH-KaKThl 3KCMEPUMEHTTIK
BaNHAAIMS ¥OHE ANbIHFAH HaTHXKenepain NPaKTHKaNbIK KOoNAaHBIAYBI KaTafbl. YKeTiagipyain
; MyMKiH 6arbITTapbl dHHOTAUMUA canack

el Pauusnayra 6ainaHbICTbl ITHKANBIK acnexkTiiepai erxen-
: TerKer1l 1@pacTbIpyabl KaMTHI, A.namxa byn €CKepTy/nep XKyprisisireH 3epTTeyaiH XKajarmbl
FbIJIBIMM KYHABUILIFBIH TOMeH/eTnei i,

JuccepTalivs JOKTOPJILIK 3epTTeyiepre KoMbliaThIH TaJlanTapfa CauKec KeJsiefli, aJi OHbIH aBTOPbI

CarbiHai Menalp 8D06301 - "AxknapatTeik Kayincisgik xyiienepi” 6inim 6Gepy 6araapiamachl
GoibiHILa GHIOCOPHUS A0KTOPBI (PhD) AspexeciH 6epyre naibik.

KypmeTneH,

/KON KOHbI/AFaH/
AoueHT Muan Myxammazg Bacum Uk6an

AKnapaTTbIK Kayincisgik Kadeapacel

-¥JITTBIK FbI/IBIM JKaHe TeXHoJoruanap ynusepcuteTi (NUST)
+92-333-9113007

waseem.igbal@mcs.edu.pk

ocxepd DarnaHsbIC Koaemki (MCS)
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