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ObecneyeHne 6€30MaCHOCTY OKOHEYHbIX YCTPOUCTB
TPAAULLMOHHbBIM CNOCOHOM

Antivirus /
Antimalware
Software

Host-Based Protection

Host-Based

Host-Based IPS Firewall



CeTb 6e3 rpaHuL,




ObecneyeHne 6€30MaCHOCTM OKOHEYHbIX YCTPOUCTB B CeTH bes3
rpaHmLy

OMpOChl, KOTOpble CeAyeT 334aTb 3almTa Ha XocTe:

oc/ie BpeAOHOCHOW aTaKMu:
* AHTUBMpPYC/aHTUBpeaoHOCHOe 10O

OTkyzga npomsolwna ataka?
« QuabTpaums cnama

KakoBbl MEeTOo/  aTakKnN N TOYKA

BTOPXEHNS? « Ounbrpayms URL-agpecos

Kakue cnctembl Ob1an 3aTPOHYThI? * YepHble cnuckm

Y1o caenana yrposa? * [lpeaoTBpaleHve notepu AaHHbIX (DLP)

MO>XHO /i OCTAaHOBUTb Yrpo3y
N ee NepBoNpUYnHY?

Kak BocCTaHOBUTL cucTeMy?

« Kak npeaoTtBpaTtuTh Yrpo3sbl
B Ja/ibHenLem?



CoBpeMeHHble peleHns aa5 6€30NacHOCTN OKOHEYHbIX
YCTPOWUCTB

Modem Security

Solutions

WSA



MMapaTHOE U NMPOrpamMmMHOE LLIVICI)pOBaHI/Ie JZ1I0OKAJ/IbHbIX AAdHHbIX




Tema 3awmTa
oT BpegoHocHoro 10



BEPLLUEHCTBOBAHHAA 3awmMTa OT BpegoHocHoro MO

Before After

Discover Scope
Enforce Contain
Harden Remediate




AMP v ynpasigemas 3alimTa oT yrpos

KomaHabl Talos cobupatoT aHannTryeckme gaHHble 06 yrpo3ax B peasibHOM
BPEMEHMW M3 Pa3HbIX MICTOYHMKOB:

* 1,6 MUAIMOHA Pa3BEPHYTbIX YCTPOUCTB obecneveHna 6e30nacHOCTH, BKJIOYAS
MeXceTeBble 3KpaHbl, IPS, pelweHuna 3awmTel Beb-Tpadurka n ycTponcTsea
obecneyveHns 6e30NacHOCTM 31E€KTPOHHOM NOYTbI

* 150 MJIH OKOHEYHbIX YCTPOMCTB

3aTeM OHU aHA/IN3UPYIOT 3TU AAHHbIE:

* 100 Th exegHeBHOM aHAaUTUKM Be30nacHOCTH
* 13 MsIpZ Be6-3anpoCoB B AeHb

* 35% MMPOBOro KOPNOPATMBHOIO TpadurKa 3NeKTPOHHOW MOYThI



AMP a5 OKOHEYHbIX YCTPOUCTB

AMP pnsa okoHeuHbix ycTporcTB (AMP for Endpoints) nHterpupyetcs ¢ pewennem Cisco
AMP pns ceten (Cisco AMP for Networks), 4uTo6bl 06ecneunTb KOMMNIEKCHYO 3aLLMTY MO BCEU
pacnpeseneHHOU CETU M OKOHEYHbIM YCTPOUCTBAM.

AMP pns ceten (AMP for Networks) npeactaBnsieT cobon ceTeBoe peleHune
N MHTErpUpPYyeTCs B CAMOCTOSITE/IbHbIE YCTPONCTBA CeTEBOM He3onacHOCTH
Cisco ASA Firewall n Cisco FirePOWER.

AMP ans 3awmTtbl koHTeHTa (AMP for Content Security) npeacTtaBnset coboun GyHKL IO,
MHTerpmpoBaHHyto B ycTponcTsa Cisco Cloud Web Security

nan yctponctea Cisco Web 1 Email Security anqa 3awmtbl OT Bpe40HOCHbIX aTak yepes
3N1eKTPOHHYI0 MNOYTY nau Beb-Tpaduk.



Tema
3almMTa 31eKTPOHHOMN
NnoYTbl M BeO-Tpadmka



3alMTa 3/IEKTPOHHOM NOoYTbl M BeH-Tpadmka




YCTpOMCTBO 3aWmTbl 31eKTPOHHOU NoyThl Cisco ESA

YHKLMY 1 npenmyLiecTBa pelweHnn Cisco A1 3aWmTbl SN€KTPOHHOM NOYThI:
[nobasbHble aHANTUYECKMNE JaHHble MO Yrpo3am

» bnokuposka cnama
* YcoBeplueHCTBOBaHHasA 3aLimTa oT BpegoHocHoro N0

« CpeacTBa ynpaBaeHUs UCXOAALLMMM COObLEeHNMUA



YcTpouncTso 3awmTbl Beb-Tpadumka Cisco WSA

www.abc.com

g t
— ) KnveHT nHnymnpyet Beb-3anpoc

www.abc.com

/Internet>
\ WSA nepecbinaet

3anpoc

ASA Firewall

www.abc.com

Reply: www.abc.com

OTtBeT oTnpasaserca Ha WSA,
3aTeM Ha KJIMeHTa

WSA



Tema
KOHTpPO/Ib CeTEBOIO
AOCTYMa



PeweHunsa Cisco AN KOHTPOAA A40CTYyMNa K CeTU

—
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KomnoHeHTbl Cisco NAC

- £z

NAC Guest Server

Cisco NAC
Server

Campus Network

IP Phones

NAC Profiler Server

r : Protected Resources !

Directory Service

—



CeTeBOM AOCTYN AN1S1 FOCTEN

npeAOCTaBJ'IFITb MOJIHOMOYUNA CMTOHCOPA MOXHO TpeMA cnocobamu:
* TOJIbKO YY4€THbIM 3anncam, Co34aHHbIM CNMOHCOPOM
* BCEM YYETHbIM 3anncam

* HWKAKWUM YYETHbIM 3anncsam (T. e. N0Nb30BaTeIM He CMOryT U3MEHSATb
HUKAKMe NOJHOMOYMS)



[Mpodannep Cisco NAC

NAC Appliance
Manager

[E——— NAC Profiler
— Server

NAC Appliance
MAC Server with NAC
Collector Application




Tema Yrpossil
6be30nacHOCTU
YPOBHS 2




OnuncaHue ys3BMMOCTEN HA 2-M YPOBHE

Application
Presentation HTTP, H » POPS,
IMAP, SSL, SSH, ...
Session :
Compromised

Protocols / Ports

IP Addresses

Data Link

Initial Compromise




KaTeropum atak Ha KOMMYTaTOpbI

| CAM Table Attacks

VLAN Attacks

STP Attacks

Layer 2 Attacks

Address Spoofing

Attacks DHCP Attacks

ARP Attacks



Tema ATaku
Ha Tabsanubl CAM



Ba3oBbin pexxnm paboTbl KOMMYTaATOpPA

| S1# show mac-address-table
Mac Address Table

DYNAMIC
DYNAMIC

DYNAMIC
DYNAMIC




[pumep ncnonbsoBaHus Tabamuybl CAM

192.168.1.10
000a.f38e.74b3

192.168.1.11
00d0.ba07.8499

FO/ FO/2

FO/3 A FO/4

192.168.1.12 192.168.1.13
0090.0c23.ceca (Port  [mac  Jvian | 0001.9717.22e0
FO/1 000a.f38e.74b3 1
FO/2 00d0.ba07.8499 1
FO/3

FO/4




ATaka Ha Tabanuy CAM

Intruder runs macof to begin
sending unknown bogus
MAC addresses.

MAC X
MAC Y
MAC Z

o

310yMbILWAEHHWUK 3anycKaeT

< Xz l/IHCprMeHT adTakKM
FO/25 VLAN 10
VLAN 10 VLAN 10
MACC
Bogus addresses are added
Svrl Svr2 to the CAM table. The table is
full.
MAC Port
X F0/25
Y FO/25
z F0/25
Svr3 Svrd
F0/25 VLAN 10
MAC C
3ano/sIHeHue

Tabanubl CAM

Swrl Swr2

Swrd Swrd



Ataka Ha Tabanyy CAM

O The switch floods the frames.

» KommyTaTop nepegaet Becb Tpaduk

-
I==

FO/25 VLAN 10

MAC C

Svrl Swr2

Attacker sees traffic
' ' to servers 2 and 4.

Swr3d Swrd

FO/25 VLAN 10
VLAN 10 VLAN 10

MAC C

3/10yMbILUNAEHHUNK
3axBaTbIiBaeT Tpadpuk

Swrl Swr2

Swrd Swrd



NHCTpyMeHTbl aTakm Ha Tabanyy CAM

macof -i ethl

36:a21:48:63:81:70 15:26:8d:4d:28:f8 0.0.0.0.26413 > 0.0.0.0.49492: S 1094191437:1094191437(0) win 512

16:e8:8:0:4d:9¢c da:4d:bc:7c:ef:be 0.0.0.0.61376 > 0.0.0.0.47523: S 446486755:446486755(0) win 512

18:2a:de:56:38:71 33:af:9b:5:a6:97 0.0.0.0.20086 > 0.0.0,0.6728: S 105051945:105051945(0) win 512

e7:5¢c:97:42:ec:1 83:73:1a2:32:20:93 0.0.0.0.45282 > 0.0.0.0.24898: S 1838062028:1838062028(0) win 512

62:69:d3:1c:79:ef 80:13:35:4:¢cb:d0 0.0.0.0.,11587 > 0.0.0.0.7723: S 1792413296:1792413296(0) win 512
0.0.19784 > 0,0.0.0.57433: S 1018924173:1018924173(0) win 512

c5:a:b7:3e:3c:7a 3a:ee:c0:23:4a:fe 0.
88:43:ee:51:¢7:68 b4:8d:ec:3e:14:bb 0
b8:7a:7a:2d:2c:ae c2:fa:2d:7d:e7:bf 0

0.0

.0.0.0.283 > 0.0.0.0.11466: S 727776406:727776406(0) win 512
.0.0.0.32650 > 0.0.0.0.11324: S 605528173:605528173(0) win 512
.0.0.

e0:d8:1e:74:1:e 57:98:b6:5a:fa:de 36346 > 0.0.0.0.55700: S 2128143986:2128143986(0) win 512




Tema Hentpanmsauus
aTaku Ha Tabanuny CAM



Crnocobbl 6opbbbl € aTakamu Ha Tabanuyy CAM

Port 0/2 allows MAC B

Port 0/1 allows MAC A
Port 0/3 allows MAC C

Attacker 1

Attacker 2



3awuMTa NoOpToOB

S1(config)# interface £0/1

Sl (config-if)# switchport port-security

Command rejected: FastEthernet0/l1 is a dynamic port.

S1(config-if)# switchport mode access BkatouyeHne QyHKL MM
Sl (config-if)# switchport port-security 3alinTbl MOPTOB

Sl (config-if)# end

Si#

S1# show port-security interface £0/1
Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown

Aging Time : 0 mins
FpoBepka paboTsbl Aging Type : Absolute

SecureStatic Address Aging : Disabled
(byHKU.MM BaUJIMTbI Maximum MAC Addresses <o o

I'IOpTOB Total MAC Addresses L
Configured MAC Addresses : 0
Sticky MAC Addresses : 0
Last Source Address:Vlan : 0000.0000.0000:0
Security Violation Count s 0
S1#

Sl(config)# interface £0/1
S1(config-if)# switchport port-security ?
aging Port-security aging commands
mac-address Secure mac address
()I-”'II"/”/I 3a|.|.||MTb| nopTOB maximum Max secure addresses

vioclation Security violation mode
<cr>

Sl(config-if)# switchport port-security




BkatoyeHue onumn 3awmThl NOPTOB

TpPOMKa MakcMMaabHoro ymcia MAC-agpecos

Switch (config-if)

switchport port-security maximum wvalius

oHouUrypmpoaHme MAC-agpecoB BpyUHYHO

Switch (config-i£)

switchport port-security mac-address mac-address {vlan | {access voioal}

AvHamunyeckoe nsyyeHme nogkatoveHHolx MAC-agpecos

Switch(config-if)

switchport port-security mac-addrass sticky




HapyleHne 3aLmnTbl NOPTOB

PeX1Mbl HapyLeHWs 3aLWnThbI:
e 3awwmTa
* OrpaHunyeHue

e OTKNOYEHUEe

Security Violation Modes

Violation Mode Forwards Traffic sends Syslog Increases Violation Shuts Down Port
Message Counter
No No

Protect Mo Mo
Restrict No Yes Yes Mo
Shutdown Mo Yes Yes Yes




YcTapeBaHMe gaHHbIX 3aLMTbl NOPTOB

Switch (config-if)

switchport port-security aging {static | time time| type {absclute | inactivity}!}

Parameter Description
static - Enable aging for statically configured secure addresses on this port.
time time - Specify the aging time for this port.

» The range is 0 to 1440 minutes.
- lIf the time is 0, aging is disabled for this port.

type absolute <  Set the absolute aging time. All the secure addresses on this port age
out exactly after the time (in minutes) specified and are removed from
the secure address list.

type inactivity - Set the inactivity aging type. The secure addresses on this port age out
only if there is no data traffic from the secure source address for the
specified time period.




PaboTa 3awmTbl NOpTOB COBMECTHO C IP-TenedoHamu

FO/M

S1(config)# interface £0/1
Sl (config-if)# switchport mode access

.4 S1(config-if)# switchport port-security
S1(config-if)# switchport port-security maximum 3

Sl (config-if)# switchport port-security wviolation shutdown
Sl (config-if)+# switchport port-security aging time 120
Sl (config-if)#




SNMP-yBeagomneHue 06 nameHeHnax MAC-aapecos

SMNMP traps are sent to the
MMS when new addresses
appear or when old ones
timeout.

> . .
FO/4 -

MAC D

CAM Table
FO/1 = MAC A
FO/2 = MAC B
F0/3 = MAC C (address eventually timeouts)
FO/4 = MAC D




Tema

HenTtpanmnsaymsa atak
Ha VLAN



ATtakun nepexoga (Hopping) VLAN

VLAN 10

Server]
802.1Q

Unauthorized
Trunk

Attacker gains access to the server VLAN.



Ataka VLAN Double-Tagging

An attacker is on VLAN 10. They tag a frame for VLAN 10 and insert
an additional tag for VLAN 20.

Ethernet VLAN 10 VLAN 20 Data

Trunk
Native VLAN = 10
The first switch strips off the first tag and does not retag it
because native traffic is not retagged. It then forwards the
frame to the next switch.

'» [ 4
Target
(VLAN 20)
Ethernet VLAN 20 Data
>
Trunk
MNative VLAN = 10
{
[ ) The second switch examines the
Target frame, sees the VLAN 20 tag, and
(VLAN 20) forwards it accordingly.
Trunk
Native VLAN = 10
l Ethernet Data
L4 »

Target
(VLAN 20)




Heuntpannsaumsa atak nepexoaa VLAN

Trunlk
(Native VLAN = 10)



®yHkuna PVLAN Edge

Unprotected Ports
(Default)

V Protected Ports




[lpoBepKa 3awuLLLeHHbIX MOPTOB

Switch# show interfaces gigabitethernetl/0/1 switchport
Name: G1/0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

<output omitted >

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Voice VLAN: none (Inactive)
Appliance trust: none




YacTtHble cetn VLAN

"'I-__..-F
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" pr
Promiscous Port * j\ ‘ 1
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Community Ports
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lsolated Ports
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Primery VLAN 105
VLAN 100

VLAN 102
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