Jlekumna 7
BHeApeHWe cuCcTeMb
npeaoTBpal,eHna
BTOPXXEHUM



Tema XapakTepncTtnkm
cuctem IDS n IPS



ATaKu HyN1eBOro AHA

Remote Worker

VPN

Remote Branch

Zero-day exploit
attacking the network

LAN

Firewall

Web Server Email Server DNS



MOHUTOPUHI aTak

nmyLecTsa cnctemsl IDS:
accvBHas paboTa

Heobxoanmo 3epkanvpoBaHue
Tpadumka, YTobbI €ro A0CTUYD

CeTeBoM TpadPuK He NPOXOAUT
yepes IDS, ecan
OH He 3epkanupyetcs

Intrusion Detection System Operation

Management Target
Console




S:
BHegpeHue B inline-pexume

KoHTposib Tpaduka
Ha YPOBHE 3 1 4

Mo>eT oCTaHaB/MBATb
OAHOMAKETHbIE aTakKN Ha NYyTU K Len

Pearvpyet HemegneHHO,
He NponycKas HMKaKoro
BPeAOHOCHOro Tpaduka

Intrusion Prevention System Operation

IPS-enabled Sensor

ObHapy>XeHne 1 0CTaHOBKA aTak

,

Management
Console

=

Target

Bit Bucket



CxopactBo IDS 1 IPS

IDS and IPS Characteristics

Common characteristios of DS and IPS:

Both technologies are deployed as sensors.

Both technologies use signatures to detect
patterns of misuse in network traffic.

Both can detect atomic patterns (single-packet)

or composite patterns (multi- packet).

©

IPS-enabled
Sensor

O

Bit Bucket

Management Target
Console



nmyuectsa IDS:
He BanseT Ha ceTsb.

HeT BAIMAHUS Ha CeTb B C/lyYae BbIXOAA
CeHcopa 13 CTposi.

HeT BAMAHUA Ha CeTb B Cay4vae
neperpyskun ceHcopa.

Hepoctatkm IDS:

» OTBeTHble AeNCTBUA HEe MOTYT
OCTaHOBWUTb BPEAOHOCHbIN MakeT.

* /[InA OTBETHbIX AENCTBUN HYXHA
KOppeKTHas HacTpowmka.

Bonee yassnma nepes TexHMKaMum
apyLleHns 6e3onacHOCTM CeTu.

[lpenmyLwecTBa n HegocTaTkm cuctem IDS u IPS

[MpenmywecTsa IPS:
* OcTtaHaBunBaer BPEAOHOCHbIE MaKETbI.

« MoXeT NcnoNb30BaTb TEXHUKM
MOTOKOBOW HOpMaAn3aLuu.

Hepoctatku IPS:

« [pobnembl c ceHcopom MOryT
CKa3blBaTbCs Ha ceTeBOM Tpaduke.

« [leperpyska ceHcopa BAUSET Ha CETb.

« HebosblloOe HeraTUBHOE BAUAHUE
Ha NPOnN3BOANTE/NIbBHOCTb CETU.



Tema

CeTeBble peasin3ayun
IPS



Advantages

XOCTOBble 1 ceTeBble peanmnsauunn IPS

Disadvantages

Host-Based IPS

MNetwork-Based IPS

Provides protection specific to a
host operating system

Provides operating system and
application level protection
Protects the host after the message
is decrypted

Cost effective
Operating system independent

Operating system dependent
Must be installed on all hosts

Cannot examine encrypted traffic
Must stop malicious traffic prior to
arriving at host



CeTteBble IPS-ceHcopbl

Corporate Network

Firewall

Untrusted Network

Sensor

Management Server

Web Server DNS Server



MoaynbHble 1 annapaTtHble peweHua Cisco IPS

Cisco IPS AIM n Network Module
Enhanced (IPS NME)

Cisco ASA AIP-SSM

CeHcopobl Cisco IPS cepumn 4300

Cisco Catalyst cepuu 6500 IDSM-2




Boibop peweHus IPS

aKTopbl, BAMsAIOLME Ha BbIbOp 1 pa3BepTbiBaHue IPS-ceHcopa:
Obbem ceTeBoro Tpadumka

Tononorus cetemn

bBroaxet Ha b

Hannume cneymanmctoB no 6esonacHoOCTH, cnocobHbix paboTath ¢ IPS



[penmywecTBa 1 HegocTaTkM IPS

Acdvantages Disadvantages
Network IPS - Is cost-effective - Cannot examine encrypted traffic
Mot visible on the network « Cannot determine whether an
Operating system independent attack was successful

Lower level network events seen




PeXnMbl pa3BepTbiBaHUA

MISCUOUS-peXnMm

(g

}.
>

SPAN port sending copies of
traffic

I

IDS enabled Sensor

Management Server

Inline-pexum

IPS Sensor



Tema Cisco Switched
Port Analyzer



3epKasinpoBaHuMe NopToB

»

Packet Analyzer

[MpocaywmnsaHmne
TpadumKa C NOMOLLbIO
KOMMYTaTopa

[MpocnywmBaHue
Tpadmka C NOMOLLbIO
KOHLeHTpaTopa

Copy of the traffic

Packet Analyzer



Cisco SPAN

[ Source SPAN port ] [ Source SPAN port ]

FO/1 FO/2
- -
Ingress traffic / Go/1 Egress traffic

[ Destination SPAN port ]

SPAN port sending copies of traffic

—_— ID'S Sensor
Management Server




oHPurypmuposaHue Cisco SPAN ¢ ncnoanb30BaHMEM CUCTEMDI
OGHapy>XeHMsA BTOPXKEHUU

aHAabl Cisco SPAN:

OMaHJa monitor session NCnoab3yeTcs 419 accoumaumy NnopTa MCTOYHMKA M MOPTa
Ha3HayeHus ¢ ceaHcom SPAN.

Associate a SPAN session with a source port

Switch (config)$ monitor session number source [ interface interface | vlan vian ]

Associate a SPAN session with a destination port

twitch (config)# monitor session number destination [ interface interface | vlan vian ]

* KomaHga show monitor ncnonb3syertcs Ans NnpoBepKum



Tema XapakTepncTtnkm
curHaTyp IPS



ATpnbyTbl CUrHaTYp

CurHaTypa — 310 Habop npaBuAa, KOTOpPble NCNOABL3YIOT cucTeMbl IDS n IPS
ANs oOBHapy>XeHUst TMNUYHOW BPeA0HOCHOW aKTUBHOCTM.

Y curHaTyp ecTb Tpu YeTKux aTpubyTa:
* Twun
« Tpwurrep (curHan Tpesoru)

« Jenctsue



Tunbl curHaTyp

CUrHaTypbl KaTEropuUsnpyTCca caeaytowmm obpasom:

« ATOMapHas — NPOCTENLUMI TUMN CUTHATYPbI, 3aK/IHOYAIOLLENCS B MPOBEPKE OANHOYHOIO NAKET],
AeNCTBMS NN CobbITMA HA NpeAMET ero COOTBETCTBUA CKOHOUIYPUPOBAHHOW curHaTtype. Ecau
COOTBETCTBME YCTAHOB/IEHO, MOAAETCA CUIHA/ TPEBOMM U NPeAnpu-HUMAeTCs onpeeneHHoe
CUrHaTYpOW AeNCTBME.

« CocTaBHas (KOMMNO3UTHAsA) CUrHATYypa — 3TOT TUMN CUTHATYpPbl 0bHapyXuBaeT
nocneAoBaTeIbHOCTb ONepaL M, pacnpesesieHHbIX No Pa3HbIM XOCTaM B TeYeHue
MPOM3BOJIbHOI O NepMoja BPEMEHM.



®ann curHaTyp

pv 06HapYy>XeHNN HOBbIX YIPO3 A0/KHbI CO3/,aBaTbCsi HOBblE CUIHATYPbl, KOTOPbIE
OJIKHbI 3arpyxaTtbcs B cuctemy IPS.

Dann cMrHaTyp coaepXuT Habop onpeseneHnit ceTeBbIX Yrpos.
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Munkpomoaynu curHaTtyp

Cisco IOS onpeagensieT NiTb MUKPOMOAY/EN:
« Atomic — curHaTypbl, NpoBepsAtoLLLME NPOCTbIE NAKEThI.
« Service — curHaTypbl, NpoBepstoLLne TpaduK CEPBUCOB, MOABEPXKEHHbIX aTakaM.

« String — cMrHaTypbl, Mcnoab3ytowme WabsoHbl Ha peryiapHbIX BbIPaXeHUAX ANS
onpezesieHNs BTOPXEHUMN.

« Multi-string — nogaep>xuBatoT rubkoe conoctaBaeHmne o0b6pasLoB 1 curHatyp Trend
Labs.

Other — BHyTpeHHUW MOAYAb, paboTatoLWMIM C NPOUYNUMU CUTHATYPAMM.



3arpy3ska ¢anaa CMrHaTyp
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Tema
CUrHanbl TpeBoru
curHaTyp IPS



Detection Type

CurHasn TpeBorun cCMrHaTypbl

Advantages

Pattern-based Detection

Anomaly-based Detection

Policy-based Detection

Honey pot-based Detection

Easy configuration

Fewer false positives

Good signature design
Simple and reliable
Customized policies

Easy configuration

Can detect unknown attacks
Window to view attacks
Distract and confuse attackers

Slow down and avert attacks
Collect information about attack

Detection Type

Disadvantages

Pattern-based Detection

Anomaly-based Detection

Policy-based Detection

Honey pot-based Detection

No detection of unknown signatures
Initially a lot of false positives

Signatures must be created, updated, and
funed

Generic output

Palicy must be created

Difficult to profile typical activity in large
networks

Traffic profile must be constant

Dedicated honey pot server
Hot pot server must not be trusted



ObHapy>eHne Ha ocHoBe WabsoHa

Signature Type

Atomic Signature Composite Signature

Pattern-based Detection No state required to examine pattern  Must contain state or examine
to determine if signature action multiple items to determine if
should be applied. signature action should be applied.
Example Detecting an Address Resolution Searching for the string
Protocol (ARP) request that has a " confidential” across multiple
source Ethernet address of packets in a TCP session.

FF:FF:FF:FF:FF:FF.




Anomaly-based Detection

Example

Ob6Hapy>eHne Ha OCHOBE aHOMAJ/INU

Signature Type

Atomic Signature

No state required to identify
activity that deviates from normal
profile.

Detecting traffic that is going to a
destination port that is not in the
normal profile.

Composite Signature

State required to identify activity
that deviates from normal profile.

Verifying protocol compliance for
HTTP traffic.




Hapy>KeHWe Ha OCHOBE MNOAUTUK M OOHApYy>XeHMe C MOMOLLbHO
ney Pot

Signature Type

Atomic Signature Composite Signature

Policy-based Detection No state required to identify Previous activity (state) required to

undesirable behavior. identify undesirable behavior.

Example Detecting abnormally large A Sun Unix host sending RPC
fragmented packets by examining requests to remote hosts without
only the last fragment. initially consulting the Sun

PortMapper program.




[Mpenmywectea peweHud Cisco IOS IPS

MMYLLeCTBa:

cnosb3yeT 6a30By0 MHPPACTPYKTYpPY
apwpyTu3aumm ans obecneyeHus
A,0NO/IHUTE/IbHOMO YPOBHS
6e3onacHocTL.

BoinonHsieTca B inline-pexume
N NoAAepPXKMBAETCS LiesibiM PAA0M
naathopm MapLLpyTMU3aL UK.

« ObecneumBaeT 3aWMTy OT Yyrpo3 Ha BCeX
TOYKaX BXOAa B CeTb
NPWY NCNONb30BaHMN BMeCTe
c peweHuamm Cisco IDS, Cisco 10S
Firewall, VPN n NAC.

« Pa3mep 6a3bl JaHHbIX CUTHATYPBI,
MCMNO/Ib3yEeMbIN YCTPONCTBAMU, MOXET
afanTupoBaTbCs K 06beMy AOCTYMHOM
MATW Ha MapLIpyTM3aTope.



€XaHU3Mbl MHUUWNNPOBAHUA CNUTTHAJZIOB TPEBOT U

Mbl CNTHA/10B TPEBOT U

Alarm Type Network Activity IPS Activity QOutcome

False positive MNormal user traffic Alarm generated Tune alarm
False negative Attack traffic No alarm generated Tune alarm
True positive Attack traffic Alarm generated Ideal setting

True negative Normal user traffic No alarm generated Idleal setting




Tema [lencteus
curHaTypsbl IPS




Op KaTeropum 4enCcTBUN:

[encTeua curHaTypbl

Category

Specific Alert

Generating an alert

Logging the activity

Dropping or preventing the activity

Resetting a TCP connection
Blocking future activity

Allow the activity

Produce alert

Produce verbose alert
Log attacker packets
Log pair packets

Log victim packets
Deny attacker inline
Deny connection inline
Deny packet inline
Reset TCP connection
Request block connection
Request block host
Request SNMP trap

This action will permit the traffic to appear as normal based
on configured exceptions.

An example would be allowing alerts from an approved IT
scanning host.




paBJieHNe creHepnpoBaHHbIMN CUTTHAJIaMUN TPEBOTU

epupoBaHMe CUrHana TPeBOru

Specific Alert Description

Produce alert This action writes the event to the Event Store as an alert.

This action includes an encoded dump of the offending packet in the alert. An
alert will be written to the Event Store, even if the Produce Alert action is not

selected. *

Produce verbose alert




anuncb 4eNCTBUWN AN NOC/IEAYIOWEro aHan3a

MUCb AENCTBUN B XXYPHaN:

Specific Alert Description

Log attacker packets This action starts IP logging on packets that contain the attacker address and
sends an alert. An alert will be written to the Event Store, even if the Produce Alert
action is not selected.

Log pair packets This action starts IP logging on packets that contain the attacker and victim address
pair. An alert will be written to the Event Store, even if the Produce Alert action is
not selected.

Log victim packets This action starts IP logging on packets that contain the victim address and sends
an alert. An alert will be written to the Event Store, even if the Produce Alert action

is not selected.




3anpeleHne 4encTBuS

OC MW NpeAOoTBPaLLEHME AENCTBUSA:

Specific Alert

Description

Deny attacker inline

Deny connection inline

Deny packet inline

This action terminates the current packet and future packets from this
attacker address for a specified period of time.

The sensor maintains a list of the attackers currently being denied by the
system.

Entries may be removed from the list manually or automatically based on a
timer.

The timer is a sliding timer for each entry. Therefore, if attacker A is
currently being denied, but issues another attack, the timer for attacker A is
reset and attacker A remains on the denied attacker list until the timer
expires.

If the denied attacker list is at capacity and cannot add a new entry, the
packet is still denied.

This action terminates the current packet and future packets on this TCP flow.

This action terminates the packet.




Cbpoc, baoknpoBka 1 paspeleHme Tpapmnka

pOC NogkAto4eHna 1 610KMpoBKa AeNCTBUS:

Specific Alert

Reset TCP connection

Request block connection
Request block host
Request SNMP trap

Description

This action sends TCP resets to hijack and terminate the TCP flow.
This action sends a request to a blocking device to block this connection.
This action sends a request to a blocking device to block this attacker host.

This actlon sends a request to the notification application component of the
sensor to perform Simple Network Management Protocol (SNMP) notification.
An alert will be written to the Event Store, even if the Produce Alert action is
not selected.




Tema YnpaBaeHue u
MOHUTOPWUHT IPS



MOHMTOpMHF dKTUBHOCTHU

PakTopbl, KOTOpPble HEOOXOAMMO Yy4eCTb NPU NIAHNPOBAHMN U MOHUTOPUHTe IPS:
« Cnocob ynpaBneHus

« Koppensiuus cobbitnin

« Cneuuannctel no 6esonacHoOCTH

 [lnaH pearMpoBaHuMs Ha UHLUAEHTDI



DakTopbl, KOTOpPblE HEOOXOAMMO Y4eCTb
NPY MOHUTOPUHIE

Management
Method

Incident Factors to consider when

Response implementing a
Plan monitoring strategy

Event
Correlation

Security Staff



LLLEHHbIM 06MeH CObbITUAMM MeXAY YCTPOUCTBaAMMU

Metworl
Management Console

SDEE
Protocol

Syslog

Syslog Server



PekomeHgauum no KoHGUrypayum IPS

Web Server DNS
Email Server



Tema
[nobasbHanA
Koppenaumnsa IPS




[nobanbHasa koppensuus Cisco

Llenn rnobanbHom Koppensumm
* WHTennekTyanbHas obpaboTka CMrHaNoOB TPEBOMM C LLe/1bio NOBbIWeHUS 3PPEeKTUBHOCTHU
° yCOBepLIJEHCTBOBaHHaﬂ 3allnTa NPOTUB N3BECTHbLIX BPEAOHOCHbIX CanToB

« O6MeH aaHHbIMK TenieMeTpumn ¢ ceTbio SensorBase Network ans yayylieHNMs MOHUTOPUHTA
CUrHAN0B TPEBOT U AEUCTBUIN CEHCOPOB B r106anbHOM MacliTabe

* YnpolieHue HacTpoek KOHGUrypawmnm

ABTOMaTMYeCKOe BbINOJIHEHME 3arPy3KU U BbIFPY3KU MHPOPMaLLMKM cucTeMbl He3onacHoOCTH



I Cisco SensorBase Network

Cisco Data
Clients

. ]

Database Query

Reputation
}‘ Reputation
- | Client

Telemetry

Sensor
Application

Manager rl Management
Tools (CLI, IDM,
IME, CSM)

ul >
Support Config

Gluball Reputation
Correlation Database

Servers

Cisco IPS




Cisco Security Intelligence Operation

CeTb No3BosisieT cobpaTb cneayolime AaHHble:
* WA curHatypel

* |P-agpec 310yMbIlNEHHUKA

* [lopT 3/10yMblLWNEHHMKA

» MakcrMManbHbIN pa3mep cermeHTa

* |P-agpec xepTBbl

* [lopT xepTBbl

* Bepcusa curHatypesl

« Crpoka onumn TCP

» OueHka penyTauuu

[loka3saTenb pucka



PenyTaunoHHble PUABTPbI, YEPHbIE CIINCKM
M GUNBTPbLI TPAPUKA
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PenyTaunoHHble PUABTPbI, YePHbIE CMINCKK
M GUABTPbLI TPAPUKA

Cisco ASA S5M

Cisco Security Intelligence
Operations (SIO)

---
O ) <>
Cisco IPS
Wordwide Visibility

[ 1T T |
—T T
™ Cisco ASA Botnet
Filter IPS-S5M

Step Step 2 Step 3

Infected clients try to Cisco 510 updates the Cisco ASA Alerts go out to the security
communicate with a command Botnet filter list; the destination is teams for prevention, mitigation,
and control host on the Internet a known attack site and remediation
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