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IIporpamMMa BCTYNIMTEJIBHOI0 JK3aMeHAa
ISl OCTYNAKIIMX B IOKTOPAHTYPY
Ha rpyniy o0pa3oBaTeibHbIX IPOrpaMM
D095 — «UnpopmanuoHHasi 6€30MACHOCTH»

I. O0mue moJs10:keHU

1. [Iporpamma cocraBneHa B coorBeTrcTBuM ¢ [lpukxasom MuHnctpa
obOpazoBanus u Hayku Pecriyonmku Kazaxcrtan ot 31 oktsi6ps 2018 roma Ne 600
«O0 yTrBepxkaeHMM TUNOBBIX MpaBWJl MpUeMa Ha OOy4YEeHHE B OpraHu3alluu
oOpa3zoBaHusi, peanu3yronme o0pa3oBaTeIbHbIE MPOTrpaMMbl  BBICHIETO U
MOCJIEBY30BCKOI'0 00pa3oBaHus» (J1ajiee — TUoBbIE TpaBUiIa).

2. BerynurenbHbIN 3K3aMeH B JAOKTOPAHTYpPY COCTOMT U3 coOecelnoBaHus,
HAIMCaHUA 3CCE U dK3aMeHa 1Mo MPpOoQIII0 IPyMbl 00pa30BaTEIbHBIX POTPAMM.

bnok bannbr
1. CobecenoBanue 30
2. Dcce 20
3. DK3aMeH 1o MpOo(UITIO TPYTIIbI 50
DA30BATEIBLHON MPOrPAMMBI
Bcero/npoxonHoit 100/75

[Ipo1OKUTENBHOCTh BCTYNUTENBHOIO 3K3ameHa - 3 yaca 10 MuHyT, B
TEUEHHE KOTOPBIX TMOCTYMAIOMIMKA TMHUIIET 3CCe, OTBEYAaeT Ha dSJICKTPOHHBIN
sK3amMeHaImoHHbl Ouner. CobecemoBaHue TMPOBOAUTCS Ha 0aze By3a J0O
BCTYNUTEIBHOTO SK3aMeHa.

I1. Ilopsaaok npoBeeHUsI BCTYNMUTEIbHOI0 IK3aMeHa
1. [locTymarormuie B JOKTOPAaHTYpy Ha  Tpynmy  0Opa3oBaTEIbHBIX
nporpamMm D095  «MuHpopMmamonHas 0€301aCHOCTb» MHINYT MpodieMHoe /
teMatuueckoe 3cce. O0beM 3cce — He menee 250 cIoB.
2. DIEeKTPOHHBIN SK3aMEHAIIMOHHBIN OUJIET COCTOUT U3 3 BOIIPOCOB. TeMbI 1715t
MOATOTOBKH K SK3aMeHY 10 TPO(HITIO TPyMITbl 00pa30BaTEIHHOM MPOTPAMMBI.

JucuumniuHa «Oprasusanus cucreM HHGOPMANMOHHON 0€301aCHOCTH»
Knaccuueckue mmdpsl 1 ux Bekpoitue. nudp casura u adbunsbii mmdp u ux
nemudpoBaHre U B3JIOM METOAO0M nepedopa. YacTOTHBIN MeTOT BCKPBITUS H(pa
3ameHbl. Henoctatku kiaccnyeckux mugpoB, YACTOTHBIA aHAIM3 TakuX UGPOB
TEKCTOB Ha Ka3aXCKOM M PYCCKOM s3bIKaX. KoOJIBLIO IENBIX YHUCEN, alrOpUTM



EBximmna u cneactus. Elpeacrasnenune HambombIiero oomero aenutens. Teopus
cpaBHeHui. CBOWCTBAa CPAaBHEHMI 10 JaHHOMY Mo 1yJt0. OOpaTUMBbIE 3JIEMEHTHI 110
JaHHoMY MoayJito. dyHkiusa Dinepa u ee cBorcTBa. OyHKIUS DiJiepa Ha MPOCTHIX
yucnax. Teopema O MyJIbTUIUIMKATUBHOCTH GyHKIMU Oiiepa. Dopmyna
HAaxXOXXJEHUs1 3HaueHul (QyHkuu Diliepa, BO3BEACHUE B CTENEHb C
UCIIOJb30BaHueM QyHKIMH Duiiepa. Teopema depma-Diiniepa 1 0oCHOBHAS TeopeMa
RSA-mmdpa. RSA-mmdp, npouecc mudpoBanuss u 4reHusi, ooocHoBanue. RSA-
mudpoBaHUE OTKPBITHIM KJIIOYEM 3aJlaHHOro TekcTa. RSA-memmdpoBanue
3aKPBITHIM KJTIOYEM 3aJIaHHOTO TeKcTa. RSA-3leKTpoHHAs MOAMHUCH, HUIed U
o0ocHoBaHue. Peammzammsi mponenypbl RSA-smekTpoHHON ToamucH, YacTh
MOAIUCHIBAHUS JJIEKTPOHHOW MOAMMCHIO JOKyMEHTa. Peanmzanus mnpouenypsl
RSA-31eKTpOHHON TOAMKUCH, YacTh MU(POBAHUE MOAMUCH OTKPHITHIM KITFOUOM.
Pacnipenenenne mpocThiXx uyMcen B HaTypajdbHOM psxy u orneHka RSA mmdpa.
Konb1io MHOTOUNeHOB Haj nojeMm < F2 ; +,* > anroputm EBkiunaa, npencraBienue
HauOOJIBIIETr0 OOIIETo IeUTENs ABYX MHOTOWICHOB. HenpuBoariMble MHOTOWJICHBI
B 3TOM KoJblie. HenpuBoaumbie MHOTOUJIEHBI cTeneHel 2,3,4,5. KOHCTpyKIMs moJist
< F"; +* > Kkak mojs mOCTPOEHHOTO U3 OCTATKOB IO MOJYJII0 HEMPUBOJIAMOTO
MHOTOWIEH. 3aJJaHue CJI0KEHUSI U YMHOXEHUS B 3TOM 1osie. OOpaTHbIE 371€MEHThI
10 CJIOKEHUIO U OOpaTHBIC DJIEMEHTHI 110 YMHOXKCHHIO NI HEHYJICBBIX 3JICMEHTOB
sroro mossi. [loctpouts mone < F16 ; +, * > . Teopema Jlarpamka o AeTUMOCTH
Nopsiika TPYNIbI HAa MNOpANOK noArpynnbl. ClencTBUsi O TOM, 4YTO MOPSIOK
AJIEMEHTAa JEIUT MOpsAAoK rpymmsl. IIpumepsr noarpymnm rpymmsl Zn. Teopema o
1IEpBOOOPaA3HOM d5IeMeHTe B osie < F2n ; +,* >. IlepooOpa3sHbIe 311EMEHTHI 01

< F16 ; +,* >. KoHCTpyKIHs MOJIs, TOCTPOCHHOTO U3 N-Pa3pSAHBIX TBOMYHBIX
0JI0KOB. 3a/laHue CIIOKEHUS U YMHOKEHUS B 3ToM moiie. OOpaTHbIE 3JIEMEHTHI 110
CIIO)KCHHIO M OOpaTHbBIE AJIEMEHTHI MO YMHOXKEHUIO ISl HEHYJIEBBIX 3JIEMEHTOB
3TOrO MOJIs, IEpBOOOPa3HbIE ITEMEHTHI 3Toro nosst. [loctpouts nosne 4-pa3psiaHbIX
JIBOMYHBIX OJIOKOB, yKa3aTh NEPBOOOpA3HbIE 3JIEMEHTHI ATOro nosst. 3agada Audu-
Xennmana. Co3anue O0IIero ceKpeTa AJis YJAJICHHBIX MOJb30BaTeNIel, OMUpPasiCh
Ha «Hepa3zpemmmocTb» 3anaun [udu-Xemnmana. Pemenue mpoOiembl oOMeHa
KIIFOUYaMHU JIJIA yJajdeHHbIX mojb3oBareneit. [udp Dnp-I"amans, npeunecc oOMena
KJItouaMi, mudpoBaHue u nemudpoBanus. Peanuzanus Ha npumepe.

JucnumiuHa «MeToabl M CPeICTBA 3aIUTHI KOMIILIOTEPHOI

HHopMaLN»
KpaTtkue ucropuueckue CBeACHUS O BO3SHUKHOBEHUU W PAa3BUTUH METOIOB
KPUIITOJIOTHUH. Kpunrorpadus. KoudunennnanbHOCTS. [{es10CcTHOCTSE.
AyTeHTuduxanus. [udposas IOJITUCh. Monenb benna-Jlanamynel.

[IpenBapurenbHoe pacnpeaeneHue kiatouend. llepecpuika kiroueit. OTKphITOE
pacnpenenenue kiaoueid. Cxema pazaenenus cekpeta. UHppacTpykTypa OTKpBITHIX
kimouend. Ceprudukatsl. Lentpsl ceptudukanmu. GopmalibHbIe MOJIETH MU(POB.
Monenn OTKPBITBIX TEKCTOB. MaTeMaTH4eCKue MOJETH OTKPBITOTO TEKCTA.
Kputepuu pacnoszHaBaHus OTKpeITOro TekcTa. Kiaccubukarus mudpoB mo
pasnUYHBIM ~ TpU3HaKaM. Maremarmueckas ~— Mojaelb  mudpa  3aMEHBI.
Knaccudpukanus mmdpoB 3amensl. Mogens Low-Water-Mark  (LWM).



MapuipyTHbI€ IEpeCTaHOBKHU. DJIEMEHTHI KPUIITO- aHAIN3a IIHU(PPOB MEPECTAHOBKH.
[undpsr 3amensl. Moaenu J. Goguen, J. Meseguer. Tabmuunoe rammupoBanue. O
BO3MOKHOCTH BOCCTa"HOB- JICHUSI BEpPOSITHOCTEH 3HAKOB ramMMmbl. BoccTaHoBiieHHE
TEKCTOB, 3allM(PpOBaHHBIX  HEpPaBHO- BEpOATHOW rammoin. I[loBTOpHOE
ucronb3oBanue rammel.  Kpunrtoananmuz mmudpa  Bumwkenepa.  OmubOku
mrdpoBasbliika. Mojenb BBISIBICHUS HapylIeHHUs 0€30MacHOCTH. DHTPONHS U
M30BITOYHOCTh  si3bIKa. Paccrosinne eauHCTBEHHOCTH. CTOMKOCTH IMH(POB.
Teopetnueckas croiikocTs muppos. [IpakTuyeckas cTolkocTs MHUPpPoB. Bonpocs!
umurtocToikoctr mudppos. [lludpsl, He pacnpocTpanstonye uckaxenuit. [Lndpsi,
HE pacHpoCTpaHsOIIMe HCKaXeHWH Tuma "3ameHa 3HakoB. Iudpsl, He
pacupoCTpaHSOIIME HWCKAKEHWA TUIa 'TPONYCK-BCTaBKa 3HAKOB. biiouHbIe
cuctembl mm@poBanus. [IpuHIUNBl mocTpoeHust 61049HBIX MHGpoB. [Ipumepsl
Oomounblx MmU(pPoOB. AMepukaHckui cTaHmapT 1mudpoBaHus gaHHbXx DES.
Cranmapt mmdpoBanus aaHHbix ['OCT 28147-89. Pexumbl HCHONIB30BaHUS
omounblx muppoB. KoMOuHMpOBaHME aIrOpUTMOB OJOYHOTO MHU(POBAHUS.
Metoasl aHanmu3za anropuTMoB OJjouHOro mmdpoBanus. PexkoMmeHmanuu Mo
UCIIOJIb30BAHUIO AlITOPUTMOB  OJIouHOro mudpoBanusa. [loTouHble CHCTEMBI
mrdpoanus. CHHXpOHHM3aLUs MOTOYHBIX MH@pcucTeM. [IpUuHIMIBI TOCTpOEHUS
noToyHbIX mUdpcucreM. [Ipumepsr norounsix mudpcucrem. Hludpcucrema AS.
[Mudpcucrema I'mdpdopna. JluneiiHble  perucTppl  caABUra.  AJITOPUTM
bepnexkemmna—Meccu. YcioxHenue JIMHENHBIX PEKYPPEHTHBIX
IIOCJIEIOBATEILHOCTEM. OuipTpyronme FeHEPaTOpHL. KomOunupyromiue
regeparopsl. KoMIIO3UIUK TUHERHBIX PETUCTPOB cABUTa. CXEeMBI ¢ AMHAMUYECKUM
U3MEHEHUEM 3aKOHa peKypcuu. CXeMbl ¢ JleMeHTaMu naMsaTth. MeToabl aHanm3a
NOTOYHbIX IMmU(poB. VYmopasineHue Oe3onacHocThio.  CTaHAApPTHL,  AYAMT
oe3omnacHocTH. Oco0eHHOCTH peueBbiX curHanoB. CkpemOaupoBaHue. YacToTHbIE
npeoOpazoBaHus curHajga. Bpemennele mpeoOpa3oBanusi curHama. CTONKOCTBH
CUCTEM BPEMEHHBIX NepecTaHOBOK. Cuctembl HudpoBoi Tenedponun. Cucremsl
mm@poBanus ¢ OTKpbITeIMU KiTtouamu. ludpcuctema RSA. lludpcucrema Dib-
lamans. Iudpcucrema Mak-Omuca. ludpcucrempr Ha ocHOBe "mpoOiembl
prok3aka". Wnentudukarmmsa. IlpaBwia cocTaBiaeHHs maposieil. Y CIOKHEHHE
nporenypsl npoBepku maposied. "llomconennsie”" maposm. IlapomsHbie (pasbl.
ATtaku Ha QuUKcCUpoBaHHBIE Taponu. [loBTOpHOE HCMOIB30BAHUE MAPOJICH.
TotanpHbIl TIepebop maposieli. ATaku C TOMOIIbIO  cioBaps. JIudHbIe
uaeHTuUKaIMoHHble HoMepa. OIHOpa30BbIe MApPOJH. «3alpOC-O0TBET» (CUIIbHAS
uneHTudukamus). "3anpoc-oTBeT" ¢ UCMOIb30BaHUEM CUMMETPUYHBIX aJITOPUTMOB
mudpoBanus. "3anpoc-oTBET" ¢ MCIOJIB30BAHUEM ACMMMETPUYHBIX aJITOPUTMOB
mundpo-panus. [IpoTokonbl ¢ HyJIEBBIM pasrialieHueM. ATakd H MPOTOKOJIbI
unentuukanuu. Kpunrorpapuyeckue xaui-GyHkuun. OyHKIUA XAIMIMPOBAHUS U
LEJIOCTHOCTh JAaHHbIX. KitoueBble (yHKUIMM X3IIUpOBaHUA. beckioueBbie
byHkun xsmupoBanus. Le10cTHOCTh JaHHBIX U ayTEHTU(UKALUS COOOIICHUN.
Bo3smoxuble ataku Ha ¢(yHKuumu xsmmpoBanus. [{udposbie moamucu. OO6miue
nosoxxenus. L{udpossie moamnucu Ha 0CHOBE MIU(PCUCTEM C OTKPBITBIMU KIIOYAMHU.
[Mudpposass mnoamucy @Puata-lllamupa. Iudposas mnoxmuce Onb-I'amans.
OnnopaszoBble 1u(ppoBble moanucu. IIpoTokonsl pacmpeneneHuss KIHOUEH.



[lepemaua kmrouell ¢ MCHOJAB30BAHUEM  CHUMMETPHUYHOTO  IIU(POBAHUA.
JIBycTopoHHME NPOTOKOJIBI. TpexcTopoHHHE NpoToKoibl. [lepenada kimroyen c
UCII0JIb30BAaHUEM aCUMMETPUYHOTO I poBanus. [[poTokosbl 6€3 ncrnonb30BaHus
nudpoBoit noanucu. IIpoToKoNBI € UCMOIB30BaHUEM ITHU(PPOBOM IMOIIKCH.
Ceptudukatel  OTKPBITBIX  Kiroded. OTKpbITOE pachpelesieHue  KIIOUeH.
[IpenBapurenbHoe  pacnpeneneHue  kiaroued. CXemMbl  IPeABapUTEIBLHOTO
pacnpeneneHus Kioued B ceTu cBs3u. Cxembl pazzienenust cekpera. CrocoObl
YCTaHOBJICHHSI KITtoueH st KoH(pepeHIICBsI3u. Bo3MoKHbIE aTaku Ha MPOTOKOJIBI
pacnpesiesieHus] KIIoYe. YTpaBieHHEe KirodaMmu. JKU3HEHHBIM LUK KIIFOYEH.
Yceiyru, nOpegocTaBisIEMbIE  JOBEPEHHOM TPETbEM  CTOPOHOW. Y CTaHOBKA
BpeMeHHbIX MeTOK. Hotapuzamus nudposbeix noamuceidr. HekoTopsie mpakTuyeckue
aCIEeKThl HCIOJIb30BaHUs MHUPPCUCTEM. AHaIU3 NOTOKa cooOmeHuil. Omuoku
oneparopoB. PuU3MYECKMEe W OpPraHU3allMOHHBIE MEPbl IPU HCHOJIb30BAHUU
mudpcucTem. KBanToBo-kpunrorpaduieckuii MPOTOKOJT OTKPBITOT'O
pacnpenenenus kiaroded. KBaHTOBBIN KaHal U €ro cBOMCTBA. [IpOTOKOI OTKPHITOTO
pacnpeaeneHust KIo4eH.

JMCHUIIMHA «DJIEMEHThI CPeICTB 3aIMThl HH(POPMALMU»

Kommnbroteprass cucrema (KC). OcHOBHBIE TOHSATHS. DIJIEKTPOHHBIM
nokymeHT (D1). Buast nundopmaruu B KC. YV 3BUMOCTS KOMITBIOTEPHBIX CUCTEM.
[TonsTie nocryna, cyObekT U 00beKT foctyna. [loHsATHE HECAHKIIMOHUPOBAHHOTO
noctyna (HCH). Kimaccet u  Buast HCJI. Ilonutuka OGe30macHOCTH B
KOMITBIOTEPHBIX cucTeMax. [loHsATHEe MOJUTHMKH O€30aCHOCTH U €€ OCHOBHBIE
0azoBele  mpencrtaBieHus.  OuneHka — 3amuuieHHocTH.  MneHtuduxanus
nonb3oBatenet KC-cyObeKTOB docTyna K JaHHBbIM. 3ajladya HJICHTU(UKAIUU
IIOJIB30BATEIIS. [TonsaTne IIPOTOKOJIA UJEHTU(UKALIY. [lonsaTne
uaeHtuunupyromei napopmarmu. CpeacTBa U METOABI OTPaHUYCHHS JJOCTYTA K
¢aitnam. OcHoBHBIE noaxoAb! K 3amuTe AaHHbIX oT HCJ[. CrnocoOsl ¢ukcanmn
daktoB noctymna. XKXypHanel goctyna. JJocTym K TaHHBIM CO CTOPOHBI IIpoliecca.
Oc00eHHOCTH 3aIUThI JAaHHBIX OT U3MEeHEeHUs. Hale’)kHOCTh CUCTEM OrpaHUYeHuUs
nocryna. [logxon Ha ocHOoBe QopMupoBaHUs XdAUI-QPYHKIUU, TPeOOBAHHS K
MOCTPOEHUI0O M CHocoObl peanu3anuu. lIporpammHo-amnmapaTHbie CpeCTBa
mdposanus. [loctpoeHue nporpaMMHO-annapaTHbIX KOMILIEKCOB MKU(DpPOBaHUS.
[IpoekTupoBanre MOAYJEH KPUNTONPEOO"pa30BaHUN HA OCHOBE CHUTHAJBHBIX
MPOIIECCOPOB. METO/IBI U CPEICTBA OTPAHUYCHUS TOCTyNa K KOMIIOHeHTaM DBM.
Komnonentst [19BM. Knaccudukamus 3zammumaeMbix kommoHeHT [19BM:
OTUYXX/IaeMble U HEOoTUyKJaeMble KOMIOHEHThl [IOBM. 3ammra mporpamm ot
HECAaHKIIMOHUPOBAHHOTO KomupoBaHus. Iloaxoasl K 3ajmaye 3amuThl  OT
konupoBanus. Ilpusszka [IO k anmapaTHOMY OKPYXEHHI0 U (U3HUECKUM
HOCHUTEJISIM KaK €IMHCTBEHHOE CPEACTBO 3aluThl 0T KonuposaHus 110. Xpanenus
kioueBod  umHopmanuu. Ilapomu u  xmoun. CekperHas uHoOpMalus,
UCIIOJb3yeMast [JJIsi KOHTPOJISI JOCTYINA: KIYUM W Tapojid. YIpaBJEHUE
KpuntorpadpuueckuMu Kirodamu. ['eHepanus kirouei. Pacnpenenenue Kirodei.
[IpoTtokon ayreHTU(UKaUMKU pacnpeneieHuss KIoued Uisi CUMMETPUYHBIX
KpunrocucteM. OCHOBHBIE MOHATHS M ONPEACIICHUS], TUIIBI KPUMITOTpahUIECKUX



MIPOTOKOJIOB, MNpuUMeEpPhl. [IpOTOKON mMWIsI ACCHUMETPUYHBIX KPUIITOCUCTEM C
UCIIOJIb30BAaHUEM CEPTHU(PUKATOB OTKPHITHIX Kitouel. OpraHuzanusi XpaHEHUs
KItouel (C mpuMmepamu peanu3anuu). MarHuTHbIE JUCKU MPSMOro JIOCTYyIIA.
MaruutHbele 1 uHTeIUIeKTyasibHbIE. CpenctBo TouchMemory. 3amura mporpaMm
oT u3yueHus. Mzydenue u oOpatHoe mnpoektupoBanue [1O. Ilenu u 3amauu
uzyueHus: pabotel I10. Cnoco6wl nzyuenus [10: craTuyeckoe M TUHAMUYECKOE
M3y4CHUE.
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