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The program of the entrance exam for applicants to the PhD
for the group of educational programs
D012- «Teacher training in Computer Science»
(8D01502-Computer Science)

I. General provisions

1. The program was drawn up in accordance with the Order of the Minister of
Education and Science of the Republic of Kazakhstan dated October 31, 2018 No. 600
«On Approval of the Model Rules for Admission to Education in Educational
Organizations Implementing Educational Programs of Higher and Postgraduate
Education» (hereinafter referred to as the Model Rules).

2. The entrance exam for doctoral studies consists of writing an essay, an exam
in the profile of a group of educational programs and an interview.

bnok bannsl
1. Interview 30
2. Essay 20
3. Exam according to the profile of the 50
group of the educational program
Total admission score 100/75

3.The duration of the entrance exam is 3 hours 10 minutes, during which the
applicant writes an essay and answers the electronic examination ticket. The interview
Is conducted at the university premises before the entrance exam.

I1. Procedure for the entrance examination

1. Applicants for doctoral studies in the group of educational programs D012-
«Teacher training in Computer Science» write a problematic / thematic essay. The
volume of the essay is at least 250words.

The purpose of the essay is to determine the level of analytical and creative
abilities, expressed in the ability to build one’s own argumentation based on theoretical
knowledge, social and personal experience.

Types of essays:

- motivational essay revealing the motivation for research activities;

- scientific-analytical essay justifying the relevance and methodology of the

planned research;



- problem/thematic essay reflecting various aspects of scientific knowledge in
the subject area.
2. The electronic examination card consists of 3 questions

Topics for exam preparation according to the profile of the group of the educational
program:

1. "Digital transformation of education™

The essence, goals and objectives of digital transformation in the education system.
Factors influencing the process of digital transformation and its impact on education.
The main directions and stages of the development of digital transformation in society.
The place and role of the education system in the context of digital transformation, the
impact of digital technologies on the content, methods and means of teaching
education. Psychological and pedagogical foundations of learning in a digital
environment, integration of personality-oriented and developmental teaching methods
with digital tools. Features of effective management of digital resources and services
in the education system, the use of cloud technologies and data centers. The use of
Intranet/Internet/Extranet technologies in the management structure of educational
organizations. Telecommunication and multimedia technologies used in the
educational process, elements of virtual and augmented reality, distance learning
systems. The content structure of electronic educational publications, interface
solutions and quality criteria, as well as the pedagogical foundations of their
development and use. The system of professional training of teachers in the context of
digital transformation, digital competencies of teachers and their requirements. Data-
based management decisions in educational activities, the role of digital tools in
assessing and measuring learning outcomes. Organization of scientific and educational
research activities using digital technologies, the use of databases and knowledge
bases, educational analytics and artificial intelligence capabilities. Algorithmization in
the educational process, Programming, data modeling, relational databases and their
application in the educational context. Design and application of intelligent systems
and expert systems for the education system. The potential of social networks,
communication platforms, and interpersonal relationships in the digital environment.
The security of personal and collective data in the field of education, the basics of
cybersecurity and ways to form an information security culture in educational
organizations. The study of pedagogical models and strategies based on digital
technologies in the educational process. The possibilities and limitations of integrating
artificial intelligence technologies, neural networks, machine and deep learning in the
education system. The introduction of robotics tools into the educational practice of
schools and universities. The use of parallel and high-performance computing systems
for educational purposes. Grid and the impact and prospects of cloud computing on the
education system. The role of open educational resources and platforms in the context
of digital transformation, requirements for their quality and accessibility.

2. "'Learning challenges"



Representation and encoding of information using sign systems. Number
systems and computer representation of data. Methods of encoding and measuring
information, including probabilistic and alphabetical approaches. Natural and formal
languages as forms of information representation. The logical foundations of computer
operation: logical elements (encoders, decoders, adders, multiplexers, demultiplexers),
graphical representation of logical circuits and truth tables, methods for analyzing
logical structures using the example of 8-bit bit strings. The evolution of information
processing technology and the stages of computer architecture development. Modern
principles of computer system construction, including modular backbone architecture
and hardware development trends. The main computer devices and their functions.
Current directions of studying the architecture of computing systems in an educational
environment. The concept and classification of information technologies. Historical
and technological prerequisites for their development. Modern methodological
approaches to the use of information technology in education. Software development:
classification, features of modern operating systems, including server and cloud, and
problems of their implementation in the educational process. Promising software
platforms that support Al and distributed computing. Fundamentals of network
technologies: the structure and components of computer networks, client-server
architecture, Internet addressing system. Modern Internet services and methods of their
use in educational activities: e-mail, messengers, video calls, chats, conferences,
forums, social platforms and educational ecosystems. Prospects for the development
of local, global and distributed networks, including 5G and quantum communications.
Network topologies, ways to increase download speeds and save traffic, new data
transfer protocols. Hardware and software networking tools. The use of wireless
technologies and their evolution (Wi-Fi, Li-Fi, 10T). Information security issues:
threats, protection methods, cryptographic technologies, malware protection, antivirus
and legal aspects. Information ethics and pedagogical strategies for ensuring digital
security in the educational environment. Modern methods of cryptographic protection,
including symmetric and asymmetric algorithms, blockchain and quantum
cryptography. The use of educational Internet resources and the effectiveness of
hypertext and multimedia technologies. Development and use of educational web
platforms and websites. Modern visualization and interaction tools in digital learning.
Databases and database management systems: relational model, data objects,
relationships, attributes, keys, data integrity, functional dependencies, triggers,
transactions, as well as methods of their application and learning in an educational
environment. Modern approaches to database training: visual interfaces, low-code and
no-code platforms. Intelligent systems technologies: expert systems, knowledge bases,
neural network models and their application in the educational process. The structure
of intelligent systems and the design of educational Al models. Intelligent assistants
and adaptive educational environments. Fundamentals of algorithmization and
programming: data types, structures, operators, programming methods, including
linear, nonlinear, and dynamic algorithms. Visual and text programming tools in
educational practice. Approaches to teaching programming using modern languages
and development environments. Modeling and simulation: stages of computer



modeling, design of digital twins and virtual laboratories. Information resources and
digital educational resources, including interactive platforms, cloud-based educational
environments, and Al training services. Robotics in education: types of educational
robots, software, integration into school and university programs. The use of Arduino,
Raspberry Pi, LEGO and ROS platforms in educational robotics. The use of distributed
data in educational practice. Distributed database management systems and their
architecture. Principles of open systems. Modern client-server architecture
implementations in educational IT environments. Grid technologies and their
evolution: concept, types, opportunities, problems and prospects of application in
education. Cloud technologies: laaS, PaaS, SaaS models, private and public clouds,
containerization (Docker, Kubernetes) and their educational application. Parallel
computing and high-performance computing systems: principles, architectures,
software tools, prospects for implementation in educational and scientific activities.
The current state and directions of development of supercomputers, their use in
education and scientific research.

3. "Programming Languages""

Object-oriented programming. The type of data. Main components: the
component class, the class constructor, the "*new" operation, and static class members.
Data transformation. Grouping of operators. Real estate operator. Operator shutdown.
The interrupt operator. Continuation of the operator. The completion operator. The
refund operator. The transition operator. The contract operator. Priorities of operations.
Subprocesses: thread class, synchronization of subprocesses. Operators: cycle operator,
cycle stop operator, selection operator. Arrays: an array and its characteristics, methods
for declaring a static array, methods for working with dynamic arrays, declarations of
arrays for placement, input and output of arrays. Functions: internal and external
functions. The type of data. Actual and formal variables. General characteristics of
programming languages. Types and structures of data. Algorithms. Algorithms and
programming languages. Basic constructions of modern programming languages.
Methods, technologies, and programming tools. Functions and methods. Procedural,
logical, functional, and object-oriented programming. Methods of effective data
storage and processing. Files, databases. Methodology of object-oriented
programming. Classes and objects are an object-oriented programming technology.
Matrices, vectors. String values. Files. Recursion. Graphs, trees. Combined tasks. Non-
combined tasks. Modern programming paradigms: reactive programming, event-
oriented programming, asynchronous programming. Exception handling and error
management. Working with the API and integrating external libraries. Using standard
and third-party frameworks. Data serialization protocols: JSON, XML, YAML.
Software testing: unit, integration, and functional testing. Debugging and profiling of
programs. \ersion Control Tools (Git). DevOps approaches to development.
Programming using parallel and multithreaded computing. Using design patterns.
Working with network protocols. Programming user interfaces. Interactive and
graphical applications. Software security. Principles of code optimization. Using



containerization and virtualization in software solutions. Automation of assembly and
deployment.
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